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Abstract: Electric power service security evaluation methods, which are based on key usage rates, fail to meet the se-
curity evaluation requirements of power system integrated quantum key scheduling. An electric power service secu-

rity evaluation method integrated with quantum key scheduling was proposed, addressing the limitations of single-
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metric evaluation approaches. Combined with electric power service structure and quantum key application strategies,

the security protection level provided by the quantum key scheduling scheme was quantitatively analyzed. Power ser-

vice message frame characteristics were used to quantify quantum key utilization efficiency. Subsequently, the secu-

rity robustness of reused keys was evaluated by detecting information entropy variations during key reuse operations.

Consequently, comprehensive security quantification for power service sets within quantum key update cycles was en-

abled by integration with service criticality metrics, significantly enhancing the security efficacy of quantum key

scheduling architectures. According to the experimental results, the improved solution combined with this method

brings a security benefit of 3.23%, while revealing the distinct security characteristics of electric power service. The

experimental findings demonstrate the method’ s reliability in quantifying security attributes of quantum key

scheduling.

Key words: electric power system, quantum key, electric power service security evaluation, quantum key scheduling,

quantitative evaluation
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